Report  No.  DODIG-2012-056 


February  27,  2012 


Jnspector  (^ene 

United  States 
Department  of  Defense 


DEPUTY  INSPECTOR  GENERAL  FOR  INTELLIGENCE 
AND  SPECIAL  PROGRAM  ASSESSMETS 


Report  on  Sensitive  Compartmented  Information 
Leaks  in  the  Department  of  Defense 


This  document  will  not  be  released  (in  whole  or  in  part)  outside  the  Department  of  Defense  without  the 
prior  written  approval  of  the  Inspector  General  of  the  Department  of  Defense. 


Report  Documentation  Page 

Form  Approved 

OMB  No.  0704-0188 

Public  reporting  burden  for  the  collection  of  information  is  estimated  to  average  1  hour  per  response,  including  the  time  for  reviewing  instructions,  searching  existing  data  sources,  gathering  and 
maintaining  the  data  needed,  and  completing  and  reviewing  the  collection  of  information.  Send  comments  regarding  this  burden  estimate  or  any  other  aspect  of  this  collection  of  information, 
including  suggestions  for  reducing  this  burden,  to  Washington  Headquarters  Services,  Directorate  for  Information  Operations  and  Reports,  1215  Jefferson  Davis  Highway,  Suite  1204,  Arlington 

VA  22202-4302.  Respondents  should  be  aware  that  notwithstanding  any  other  provision  of  law,  no  person  shall  be  subject  to  a  penalty  for  failing  to  comply  with  a  collection  of  information  if  it 
does  not  display  a  currently  valid  OMB  control  number. 

1.  REPORT  DATE 

27  FEB  2012  2' REPORT  TYPE 

3.  DATES  COVERED 

00-00-2012  to  00-00-2012 

4.  TITLE  AND  SUBTITLE 

Report  on  Sensitive  Compartmented  Information  Leaks  in  the 

Department  of  Defense 

5a.  CONTRACT  NUMBER 

5b.  GRANT  NUMBER 

5c.  PROGRAM  ELEMENT  NUMBER 

6.  AUTHOR(S) 

5d.  PROJECT  NUMBER 

5e.  TASK  NUMBER 

5f.  WORK  UNIT  NUMBER 

7.  PERFORMING  ORGANIZATION  NAME(S)  AND  ADDRESS(ES) 

Department  of  Defense  Inspector  General, 4800  Mark  Center 

Drive,  Alexandria, V  A, 22350 

8.  PERFORMING  ORGANIZATION 

REPORT  NUMBER 

9.  SPONSORING/MONITORING  AGENCY  NAME(S)  AND  ADDRESS(ES) 

10.  SPONSOR/MONITOR'S  ACRONYM(S) 

11.  SPONSOR/MONITOR'S  REPORT 
NUMBER(S) 

12.  DISTRIBUTION/AVAILABILITY  STATEMENT 

Approved  for  public  release;  distribution  unlimited 

13.  SUPPLEMENTARY  NOTES 

14.  ABSTRACT 

15.  SUBJECT  TERMS 

16.  SECURITY  CLASSIFICATION  OF:  17.  LIMITATION  OF 

_ _ _  ABSTRACT 

18.  NUMBER  19a.  NAME  OF 

OF  PAGES  RESPONSIBLE  PERSON 

a.  REPORT  b.  ABSTRACT  c.  THIS  PAGE  Same  OS 

unclassified  unclassified  unclassified  Report  (SAR) 

10 

Standard  Form  298  (Rev.  8-98) 

Prescribed  by  ANSI  Std  Z39-18 


Additional  Information 


The  Department  of  Defense  Office  of  the  Deputy  Inspector  General  for  Intelligence  and 
Special  Program  Assessments  prepared  this  report.  If  you  have  questions,  please  contact 
the  signer  of  the  report. 


DEPARTMENT  OF  DEFENSE 

hrtt. 

i  iui 


To  report  fraud,  waste,  mismanagement,  and  abuse  of  authority. 

1  np 

Send  written  complaints  to:  Defense  Hotline,  The  Pentagon,  Washington,  DC  20301-1900 

III  IU 

Phone:  800.424.9098  e-mail:  hotline@dodiq.mil  www.dodiq.mil/hotline 

Acronyms  and  Abbreviations 


DoDD 

DoDI 

ODIG-ISPA 

SCI 

U.S.C. 


Department  of  Defense  Directive 
Department  of  Defense  Instruction 

Office  of  the  Deputy  Inspector  General  for  Intelligence  and 
Special  Program  Assessments 
Sensitive  Compartmented  Infonnation 
United  States  Code 


Ftb  2  7  M 


INSPECTOR  GENERAL 
DEPARTMENT  OF  DEFENSE 
4800  MARK  CENTER  DRIVE 
ALEXANDRIA,  VIRGINIA  22350-1500 


MEMORANDUM  FOR  SECRETARY  OF  DEFENSE 

UNDER  SECRETARY  OF  DEFENSE  FOR  INTELLIGENCE 
ASSISTANT  TO  THE  SECRETARY  OF  DEFENSE  FOR 
INTELLIGENCE  OVERSIGHT 
DIRECTOR,  DEFENSE  INTELLIGENCE  AGENCY 

SUBJECT :  Congressionally  Directed  Investigation  of  Sensitive  Compartmented 

Information  (SCI)  Leaks  within  the  Department  of  Defense  (Report  No. 
2012-056) 


We  are  providing  this  report  for  your  information  and  use.  This  is  an  unclassified  version 
of  a  classified  report. 


Should  you  have  any  questions  regarding  diis  matter,  please  contact  me  at  (703)  882-4860. 


ia  A.  Brannin 
Deputy  Inspector  General 
for  Intelligence  and  Special 
Program  Assessments 


CONGRESSIONAL  COMMITTEES  AND  SUBCOMMITTEES,  CHAIRMAN 
AND  RANKING  MINORITY  MEMBER 

Senate  Subcommittee  on  Defense,  Committee  on  Appropriations 
Senate  Committee  on  Armed  Services 
Senate  Select  Committee  on  Intelligence 

Senate  Committee  on  Homeland  Security  and  Governmental  Affairs 
House  Committee  on  Armed  Services 
House  Permanent  Select  Committee  on  Intelligence 
House  Committee  on  Oversight  and  Government  Refonn 
House  Subcommittee  on  Defense,  Committee  on  Appropriations 
House  Subcommittee  on  National  Security,  Homeland  Defense  and  Foreign  Operations, 
Committee  on  Oversight  and  Government  Reform 


This  page  intentionally  left  blank. 


Introduction 


Objective 

This  report  is  in  response  to  a  provision  in  the  Classified  Annex  (Appendix  J)  of  the  FY  2012 
House  Defense  Appropriations  Bill,  directing  the  Inspectors  General  of  the  DoD  and  Central 
Intelligence  Agency  in  coordination  with  the  IGs  of  affected  agencies,  to  conduct  an 
investigation  on  the  leaks  of  highly  classified  information  a  copy  of  which  can  be  found  in 
Appendix  A.  The  Deputy  Inspector  General  for  Intelligence  and  Special  Program 
Assessments  (ODIG-ISPA)  conducted  an  investigation  of  the  concerns  addressed  in  the 
Classified  Annex.  The  results  are  provided  herein. 

Background 

The  House  Defense  Appropriations  Committee  stated  concerns  in  the  above  mentioned 
Classified  Annex  with  “the  number  of  leaked  classified  and  compartmented  facts  and  reports 
that  have  occurred  over  the  past  three  calendar  years.”  Specifically,  the  Committee 
expressed  concerns  that  “sources  and  methods  used  for  clandestine  and  covert  action  are 
being  exposed  on  a  regular  basis  and  is  of  grave  concern.” 

Scope  and  Methodology 

In  conducting  the  investigation,  the  ODIG-ISPA  conducted  a  detailed  review  of  relevant 
DoD  policies,  regulations,  and  instructions.  ODIG-ISPA  then  issued  data  calls 
throughout  DoD  to  address  the  Subcommittee’s  request. 

The  ODIG-ISPA  collected  the  following: 

•  An  inventory  of  all  identified  unauthorized  disclosures  of  SCI  to  the  public 
within  DoD  from  the  past  three  calendar  years  (December  23,  2008-December 
23,2011); 

•  The  actions  taken  by  DoD  to  investigate  each  of  the  unauthorized  disclosure 
events; 

•  Which  of  the  unauthorized  disclosure  investigations  were  referred  by  DoD  to 
the  Department  of  Justice;  and, 

•  What  additional  actions  were  taken  by  DoD  after  the  Department  of  Justice 
investigation. 

For  purposes  of  consistency  during  the  investigation,  ODIG-ISPA  used  the  following 
definitions: 

Classified  Information-“any  information  that  has  been  determined  pursuant  to  Executive 
Order  12356  of  April  2,  1982,  or  successor  orders,  or  the  Atomic  Energy  Act  of  1954  [42 
U.S.C.  2011  et  seq.],  to  require  protection  against  unauthorized  disclosure  that  is  so 
designated”(50  U.S.C.  438) 
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Leak-  Unauthorized  disclosure  of  SCI  to  the  public  which  is  defined  as:  “A 
communication  or  physical  transfer  of  [SCI]  information  to  an  unauthorized  recipient.” 
DoDD  5210.50,  Section  3.2,  “Unauthorized  Disclosure  of  Classified  Information  to  the 
Public,”  dated  July  22,  2005 

Sensitive  Compartmented  Information  (SCI)-  “Classified  national  intelligence 
information  concerning  or  derived  from  intelligence  sources,  methods,  or  analytical, 
processes  that  is  required  to  be  handled  within  fonnal  access  control  systems  established 
by  the  Director  of  National  Intelligence.”  DoDI  5200.01,  Definitions,  “DoD  Information 
Security  Program  and  Protection  of  Sensitive  Compartmented  Information,"  dated 
October  9,  2008. 

Senior  Official-  “Active  duty,  retired,  Reserve,  or  National  Guard  military  officers  in 
grades  0-7  and  above,  or  selected  for  promotion  to  grade  0-7;  current  and  former 
members  of  the  Senior  Executive  Service;  other  current  and  former  DoD  civilian 
employees  whose  positions  are  deemed  equivalent  to  that  of  a  member  of  the  Senior 
Executive  Service  (e.g.,  Defense  Intelligence  Senior  Executive  Service  employees, 
Senior  Level  employees,  and  non-appropriated  fund  senior  executives);  and  current  and 
former  Presidential  appointees.”  DoDD  5205.06,  Section  3.3,  “DoD  Investigations  of 
Allegations  Against  Senior  Officials  of  the  Department  of  Defense,"  dated  April  10, 
2006,  Incorporating  Change  1,  September  17,  2010. 

Results 

We  confirmed  with  DoD  components  that  some  unauthorized  disclosures  of  SCI  to  the 
public  did  occur  within  DoD  between  December  23,  2008  and  December  23,  201 1. 
Among  the  unauthorized  SCI  disclosures  to  the  public  reported,  a  DoD  Senior  Official 
was  directly  attributed  as  a  source  of  unauthorized  SCI  disclosures  to  the  public.  DoD 
components  also  reported  that  they  followed  established  DoD  guidance  and  procedures 
for  forwarding  unauthorized  disclosure  cases  to  the  Department  of  Justice  for  action 
when  appropriate. 

The  DoD  is  currently  undertaking  a  major  revision  to  the  DoD  issuances  that  affect  the 
standard  reporting  process  for  unauthorized  disclosures  of  SCI  to  the  public.  The 
Directorate  of  Security  in  the  Office  of  the  USD(I)  has  updated  DoD  Manual  5 105.21, 
Sensitive  Compartmented  Infonnation  (SCI)  Administrative  Security  Manual  which  is 
now  at  the  Washington  Headquarters  Services  Directives  Division  for  pre-signature 
review.  The  Directorate  of  Security  in  the  Office  of  the  USD(I)  stated  this  revision 
incorporates  a  more  specific  process  for  the  DoD  components  to  report  unauthorized 
disclosures  of  SCI. 
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Appendix  A.  Classified  Annex  (Appendix  J)  of  the 
FY  2012  House  Defense  Appropriations  Bill 


UNCLASSIFIED 

apfsndocj  •  ‘ 

AjA  DBPARTMEl^f  OF  DEPBNSE  AND  CENTRAL  INTELLIGENCE  AGENCY 
JNSPBCTOR  GENERAL  tNVB^TIGA'tTGN  INYO  ADM1NISTBATJON  LEAKS 

OP  HlGKtY  CLASSIFIED  SBNSmVS  MATERIAL 

•  '  ► 

/(>\  Tho  Committee  Ja  appoJk-d  with  the  number  of  !c'akod  claaaified  mul  •' 
conopartrueirtcd  fZcte  anti  reports  Cwit  have  oocuwed  over  the  ppst  three  calendar 
years.  The  dourc-es  and  wertiads  used  fbc  tlfurldeortine  oiid  oovcjtt  acdvltlos  axe  some 
of  tha  no st  dozily  ipjirtled  sa.crota  in  the  Department  of  Defense  and  IntelKgsroe 
ooTiuuutuly  and  the  Etc!  that  these  details  me  being  eipofied  on  a  regular  baais  by 
'aeiiiar-  administration  offiolsls’ !»  of  grave  concern.  These  eouicce  and  methods  < 

■  are  the  Hfb*blo-od  of  bnelligetme  and  will  net  bo  maintained  or  cultivated  in  the 
•  ftjtur^  id  they  continue  to  be  exposed, 


ClusP.lficd  Scpsiiivo  Bxfunplo  Redacted 


/OA  Tl»  Coiiyrutte©  beJJeve*  that  these  teaks  ato  unacceptable,  need  to  be 
•  Investigated,  and  stopped,  Therefore,  the  Conunittee  directs  that  the  huptepra 
General,  of  the  Department  of  Defense  aod  the  Central  Intelligence  Agency  la  • 
coordination -with  die  Inspector!!  Genaii^al  of  theaffircted  imencle*  to.  ^adilri.t  pn 
■&*Se$gS*fc«  aridrepert  LackTO.aje  SnbctwKnJttoe  s  oepafensa  of  the  Houoo  tf 
ftepre^fcSfvfea  and  thb  Janata  CooiaUteeca  Arpropriations  r.q  later  tiled  CO  days 
fixjia  enactment  of  this  Act,  Tito  investigation  a  hull  contain,  the  fbllowlag;  an 
'  '*  inventory  of  the  leaks  of  SCI^ata  ineludliigtboBA  attributed  V»  n-‘esnIor 

nAtlntnhftfim  official’  aom,*a jtot  three  ctimt ar  yearn; \lbb  aciiojto  taken  to. 
Inveartgat©  S«ob  of  the  events  ;whl  eh  of  the  tflvesftaathma  ware  referred  tolhe 
fi^pe^tor-ent  of  Justice;  and,  wbhi.ttddTtionai  soflotie  were  token  tdiex  the 
Department  of  Justice  irtYestJgfetionr  . 


UNCLASSIFIED 
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